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Notice of Privacy Incident 

Northwood, Inc. 

 

Northwood, Inc. is a manager and supplier of durable medical equipment for health-related business 

clients, including Blue Cross Complete of Michigan. On May 6, 2019, Northwood became aware of 

suspicious activity relating to a phishing scam which allowed an unauthorized user to gain access to an 

employee’s email account. Northwood immediately launched an investigation and hired a forensics expert 

to investigate the issue. The forensic investigation determined that unauthorized individual(s) accessed the 

employee’s email account between May 3 and May 6, 2019. Based on this investigation, Northwood found 

that personal or protected health information for certain individuals may have been accessed. The incident 

affected one Northwood email account and did not affect Blue Cross Complete systems. Less than two 

percent of Blue Cross Complete members are potentially affected by this incident. 

 

On May 17, 2019, Northwood informed Blue Cross Complete that personal or protected health 

information of one or more of its Medicaid members was accessible via the Northwood email account 

that was affected by this incident. On June 26, 2019, it was confirmed that the Blue Cross Complete data 

accessible via the Northwood email account were patients’ names, member ID numbers, addresses, dates 

of birth, and information concerning the procurement of durable medical equipment for certain members. 

The data also included social security numbers for three individuals who we are attempting to notify 

directly. Although the Northwood email account was accessed, it cannot be confirmed whether any data 

was actually viewed.  

 

Upon learning of this incident, Northwood immediately took the impacted email account offline and 

changed the account password. Password resets were implemented for all employee email accounts and 

employees were notified to be on the lookout for suspicious emails. Northwood also implemented 

additional technical safeguards on its email system, including multi-factor authentication (more than one 

password to enter an account), advanced threat protection, email archiving, and provided further training 

and education for employees to prevent similar incidents. 

 

Although Blue Cross Complete and Northwood are not aware of any actual or attempted misuse of 

information, Northwood has arranged for the following identity monitoring services to start on the date of 

this notice for use at any time during the next 24 months.  

 

• Kroll Consultation and Restoration: Kroll has a team of licensed Fraud Investigators who 

can help restore an individual’s identity and provide meaningful consultation on fraud issues. 

Kroll’s restoration service provides a resource to identify the nature of the fraud, assist the 

individual in gathering and completing necessary documentation, and advise on resources, 

processes, and next steps for the individual’s identity recovery work. The investigator can also 

advise on potential fraud issues, provide advice on safeguarding identity, and perform 

proactive investigations to identify unknown issues. 

 

• Kroll Credit Monitoring: This service monitors your credit file and provides alerts to you when 

information on your credit file has changed, such as new accounts and credit lines opening, or address 

changes. Kroll’s services are available both online and offline. To enroll in this service, you will need 

to provide your personal information to Kroll. Following enrollment, additional steps may also 

be required in order to activate your monitoring options. 

 

Those with questions can call Northwood’s dedicated assistance line provided by Kroll at 1-800-494-

0297 (toll free), Monday through Friday, 8 a.m. to 5:30 p.m., Central Time. 
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Steps You Can Take to Protect Your Information 

 

Enroll in Credit Monitoring       

 

As an added precaution, Kroll will monitor your identity for 24 months at no cost to you. Identity monitoring 

services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration. 

  

To receive credit services by mail instead of online, please call 1-800-494-0297.  

 

Monitor Your Accounts.  

To protect against the possibility of identity theft or other financial loss, we encourage you to remain vigilant, 

to review your account statements, and to monitor your credit reports for suspicious activity.   

 

We recommend that you regularly review any Explanation of Benefits statements that you receive from your 

insurer.  If you see any service that you believe you did not receive, please contact your insurer at the number 

on your statement.  If you do not receive regular Explanation of Benefits statements, you can contact your 

insurer and request that they send such statements following the provision of services in your name or number. 

 

Credit Reports. Under U.S. law, you are entitled to one free credit report annually from each of the three 

major credit reporting bureaus.  To order your free credit report, visit www.annualcreditreport.com or call, 

toll-free, 1-877-322-8228.  You may also contact the three major credit bureaus directly to request a free copy 

of your credit report. 

 

Security Freeze. You have the right to place a “security freeze” on your credit report, which will prohibit a 

consumer reporting agency from releasing information in your credit report without your express 

authorization.  The security freeze is designed to prevent credit, loans, and services from being approved in 

your name without your consent.  However, you should be aware that using a security freeze to take control 

over who gets access to the personal and financial information in your credit report may delay, interfere with, 

or prohibit the timely approval of any subsequent request or application you make regarding a new loan, 

credit, mortgage, or any other account involving the extension of credit.  Pursuant to federal law, you cannot 

be charged to place or lift a security freeze on your credit report.  Should you wish to place a security freeze, 

please contact the major consumer reporting agencies listed: 

  

Visit www.IDMonitoringservice.com to activate and take advantage of your identity monitoring services.  

You have until October 10, 2019 to activate your identity monitoring services. 

Membership Number: Be prepared with your Member ID number. 
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Experian 

PO Box 9554 

Allen, TX 75013 

1-888-397-3742 

www.experian.com/freeze/center.html 

 

TransUnion 

P.O. Box 2000 

Chester, PA 19016 

1-888-909-8872 

www.transunion.com/credit-

freeze 

Equifax 

PO Box 105788 

Atlanta, GA 30348 

1-800-685-1111 

www.equifax.com/personal/credit-

report-services 

 

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and 

include proper identification (name, address, and social security number) and the PIN number or password 

provided to you when you placed the security freeze.  The credit bureaus have three (3) business days after 

receiving your request to remove the security freeze. 

 

As an alternative to a security freeze, you have the right to place an initial or extended “fraud alert” on your 

file at no cost.  An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file.  Upon seeing 

a fraud alert display on a consumer’s credit file, a business is required to take steps to verify the consumer’s 

identity before extending new credit.  If you are a victim of identity theft, you are entitled to an extended 

fraud alert, which is a fraud alert lasting seven years.  Should you wish to place a fraud alert, please contact 

any one of the agencies listed below: 

 

 

Experian 

P.O. Box 2002 

Allen, TX 75013 

1-888-397-3742 

www.experian.com/fraud/center.html 

TransUnion 

P.O. Box 2000 

Chester, PA 19016 

1-800-680-7289 

www.transunion.com/fraud-

victim-resource/place-fraud-

alert 

Equifax 

P.O. Box 105069 

Atlanta, GA 30348 

1-888-766-0008 

www.equifax.com/personal/credit-

report-services 

 

Additional Information. You can further educate yourself regarding identity theft, and the steps you can 

take to protect yourself, by contacting your state Attorney General or the Federal Trade Commission.  The 

Federal Trade Commission also encourages those who discover that their information has been misused to 

file a complaint with them.  The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue, 

NW, Washington, DC 20580; www.ftc.gov/idtheft; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-

653-4261. Instances of known or suspected identity theft should be reported to law enforcement, your 

Attorney General, and the FTC. You can also further educate yourself about placing a fraud alert or security 

freeze on your credit file by contacting the FTC or your state’s Attorney General.  
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Nondiscrimination Notice  

and Language Services 

 

Discrimination is against the law 

Blue Cross Complete of Michigan complies with 

applicable federal civil rights laws and does not 

discriminate on the basis of race, color, national 

origin, age, disability or sex. Blue Cross Complete 

of Michigan does not exclude people or treat them 

differently because of race, color, national origin, 

age, disability or sex. 

Blue Cross Complete of Michigan: 

 Provides free (no cost) aids and services to 

people with disabilities to communicate 

effectively with us, such as:  

- Qualified sign language interpreters 
- Information in other formats (large print, 

audio, accessible electronic formats) 

 Provides free (no cost) language services to 

people whose primary language is not 

English, such as: 

- Qualified interpreters 
- Information written in other languages 

If you need these services, contact Blue Cross 

Complete of Michigan Customer Service, 24 

hours a day, 7 days a week at 1-800-228-8554  

(TDD/TTY: 1-888-987-5832). 

 

 

 

If you believe that Blue Cross Complete of 

Michigan has failed to provide these services or 

discriminated in another way on the basis of race, 

color, national origin, age, disability or sex, you 

can file a grievance with:  

 Blue Cross Complete of Michigan 

Member Grievances 

P.O. Box 41789  

North Charleston, SC 29423 

1-800-228-8554  

(TDD/TTY: 1-888-987-5832) 

 If you need help filing a grievance,  

Blue Cross Complete of Michigan 

Customer Service is available to help you.  

You can also file a civil rights complaint with the 

U.S. Department of Health and Human Services, 

Office for Civil Rights, through the Office for 

Civil Rights Complaint Portal available at  

ocrportal.hhs.gov/ocr/portal/lobby.jsf,  

by mail or phone at: 

U.S. Department of Health  

and Human Services 

200 Independence Avenue, SW 

Room 509F, HHH Building 

Washington, D.C. 20201 

1-800-368-1019  

(TDD/TTY: 1-800-537-7697) 

Complaint forms are available at:  

hhs.gov/ocr/office/file/index.html. 

 

 

 

 

http://ocrportal.hhs.gov/ocr/portal/lobby.jsf
http://hhs.gov/ocr/office/file/index.html
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Multi-language interpreter services 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


